Practical Consider ations for Extending
Network Layer Modelswith OPNET Modeler

Abstr act

The Internet is an evolving force that contributes to rapahemic expansion worldwide. However, each newly
emerging Internet technology requires rigorous evaluation and ¢gsiiprocess that often includes simulation
and modeling. OPNET Modeler is among the foremost software gsoftucthe simulation and modeling of
communication protocols and Internet technologies. However, OBNiSf'siderable amounts of source code
and supporting application programming interfaces (API) can be quitempedming, even for experienced
developers. This paper attempts to demystify the process of myade®PNET and enumerate the key steps for
creating new simulation models using the OPNET Modeler software padkathés paper, the authors share
experiences from their foray into developing a new IP layer nmésmefor QoS support. Additionally, this paper
details a methodology for expanding the OPNET Modeler networnkitapéementation.
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Introduction

According to the Organization for Economic Co-operatiand Development, information and
communication technologies are growing rapidly and hawsgnificant impact on the global
economy [1]. The Internet is among the key contributmgidrs that compel this rapid economic
expansion. Internet technologies that were once exotic, asiebeb-casting, Internet TV, and voice
over IP, have become parts of everyday life. However rbefaew technology can be released to the
public, it must pass rigorous testing and evaluation; a gsotleat often involves simulation and
modeling.

The OPNET Modeler software package [2] is among the mstlmoand most comprehensive tools
available on the market for modeling new communicatiechnologies and protocols. OPNET
Modeler includes a vast model library of communicatidasices, communication mediums, and
cutting-edge protocols. It also allows users to exteratlels and create new ones using C/C++.

However, developing or expanding simulation models is a qoitgplex and challenging task. When
working with OPNET Modeler, developers are faced wibhsiderable amounts of source code and
supporting application programming interfaces (API). This ca@ quite overwhelming, even for
experienced software developers. Often the hardest questamsuer is, “Where do | start?” In this
paper, we attempt to demystify the process of modelindPNEX as well as enumerate the key steps
for creating new simulation models using the OPNET Madstdétware package. In particular, we
concentrate on network layer technologies and protorwkiding mechanisms for quality of service
(Qo0S) support [3] over Internet Protocol (IP) [4].

In this paper, we share experiences from our foray inteldewmg a new IP layer mechanism for QoS
support, and present a methodology for expanding the OPNIgEIBT network layer implementation.

The simulation models described in this paper have beennmpted with version 11.5 of OPNET

Modeler. Upon this writing, the latest release of @®PNModeler is version 12.0, which has been
available since late 2006. However, version 12.0 includesgmificant changes to the network layer
implementation. Thus, the processes and methodologieslmkgsin this paper are applicable to both
version 11.5 and 12.0 of OPNET Modeler.

The rest of the paper is organized as follows. SectigroRides brief overview of the OPNET
Modeler architecture followed by Section 3 that descnibethodology for developing and integrating
new models in OPNET. Section 4 presents an examplsirg wlescribed methodology to implement.
Summary and conclusions appear in Section 6.

Overview of OPNET Architecture
The OPNET Modeler architecture consists of three modelomyains: the process, the node, and the
network. Within the process modeling domain the develapg@iements the behavior of various
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processes, such as e-mail clients, TCP managers, dntéFfaces. In OPNET, the modular
implementations of these processes are referredmesss models. The complete specification of an
OPNET process model consists of a finite state macliction statements expressed in C/C++, and
configurable parameters.

Within the node modeling domain the developer implemirgdhehavior of various network devices,
such as clients, servers, switches, or routers. Noddelsi@re usually defined via one or more
functional elements called modules and by the data flowdsgtvthem. The behavior of individual
modules is specified either via a set of built-in partanseor through one or more process models.

Within the network domain the developer implements corapietwork models including individual
nodes and interconnecting communication links. A networklehspecification also includes the
configuration of such simulation model characteristissindividual applications, user profiles, and
network protocols. The configuration of individual nodesd acommunication mediums, their
connectivity and geographical locations, serves théurtlefine a network model. The attribute values
specified in the network modeling domain propagate all thg down to the process models. The
attribute values specify either local characteristiagplicable to individual devices, or global
characteristics, applicable to multiple devices inrtesvork.

The OPNET modeling architecture is structured in a &yégishion with the process domain being the
lowest layer, followed by the node domain, and finally tleéwork domain layer at the top. The
process models are used directly to build node models, whithn are combined to build various
network models.

Methodology for adding a new process models

Generally, in OPNET Modeler, creating new process mnmafesists of three major steps: specifying
simulation-wide attributes (if needed), developing a poesdel of desired technology or protocol,
and finally integrating the process model within OPNEHe Test of this section examines these steps
in more detail.

3.1. Specifying smulation-wide attributes

It is appropriate to define an attribute that contdires same value in all applicable nodes in the
network as simulation wide. For example, such attribageapplication definitions, user profiles, and
active queue management disciplines are easier to conflyategh a single configuration node than
by setting up the same definition in every node of thevarét model. To define simulation-wide
attributes the developer should modify one of the cpomding process models. For example, the
developer should modify thepplication_config process modelwhen creating new application
definitions, while theprofile_config and qos_attribute_definer process models contain simulation-
wide attributes for configuring user profiles and vario@S@echanisms, respectively.

The process models for specifying simulation-wide atteb are simple and easy to expand. They
usually consist of one of more initialization stateat tharse the attribute values and store them into
simulation-wide database using facilities of t®NET Model Support (OMS) data definition
packagepoms data_def. During simulation, these process models are instedtifirst, which means
that the user-defined process model is invoked whenirthdation-wide attributes are already stored
in the database and can be retrieved using the corresgopdicedure calls. Thems data def
package contains two proceduresns_data_def_entry_insetb write the data entries into and
oms_data_def_entry_accdssretrieve the data entries from the simulatiodendatabase.

3.2. Developing new process models

The steps required for creating new process models depeihyd @oldhe nature of the technology or
communication protocol being implemented. However, thegeseveral steps that are common for the
majority of process models. These include collecting awgistering statistics, setting-up model
attributes, and providing inter-process communication.
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Process model statistics provide feedback to the usat #i@behavior and performance of the model.
For example, the process model may collect suchtgtatisformation as the number of bytes sent, the
number of packets dropped, and others. There are two ¢fatistics available in OPNET: local,
which are computed for each process model separatelyglabal, which are computed as a sum or
average for all instances of the same process modieinvthe simulation. Each statistic, local or
global, has to be declared via the Process Editor &lidl then registered using tlo@_stat_reg
procedure during initialization of the process model. @acstatistic has been registered, it can be
updated as needed using tpe stat_writeprocedure.

Model attributes communicate information from the nekwvdomain to the process model. For
example, the process model of the Transport Controb&sb{TCP) [5] contains attributes such as the
receiver window size and the maximum segment sizesd httributes have their values set within the
network domain but determine TCP’s behavior at the peotevel. There are two attribute types:
local, i.e. each instance of a process model hasvitsset of local attributes, and global, i.e. attributes
that are common to all process model instances wétlsimulation. As with the statistics, the attributes
have to be declared via the Process Editor GUI befarg ¢an be used. After that, the user-specified
values can be read, usually during the process model imatial, using function
op_ima_obj_attr_getOne of the best ways to learn how to set-up and usegzanodel statistics and
attributes is by examining other OPNET process models as@pplication_config, ip_dispatch,
tcp_manager_v3, rip_udp_v3, and others.

Once the process model statistics have been declaredhanchodel attribute values have been
obtained, the developer can start implementing the behafithe new technology or protocol. Often
to achieve the desired effect the new technology regj@xchange of information among the nodes in
the network. For example, to support quality of service reqents the Integrated Services [6] rely on
the Resource Reservation Protocol (RSVP) [7]. RSuvdrds control messages about the flow
requirements and resource availability between the mutdodeling such message exchange in
OPNET is quite challenging. There are several appreahamplementing communication between
nodes in OPNET. In this paper we concentrate on two agpesato: explicit exchange of control
packets and use of a simulation-wide database.

To implement inter-node communication using the expdéigthange of control packets, the process
model has to use OPNET facilities for generating and psoappackets. ThEK (Packet) package,
described in Chapter 11 of the Discrete Event Simulafi®! Reference Manual [8], provides a
collection of the procedures for manipulating packets in ORN#odeling inter-node communication
using explicit packet exchange enables precise representdtithre grotocol behavior, and will
accurately reflect such performance characteristiatetesy of the packets as they travel through the
network. However, implementing explicit packet exchange is lysaatomplex, challenging, code-
intensive, and often error-prone task.

The use of simulation-wide database is more appropmatbe situations when the exchange of
protocol control information can be separated fromr#ést of the design and control packet latency
can be neglected. Even though this is not intended udeef@NIS facility, theoms_data_def package
can be used to exchange information between nodes las\lbein needed, the control information can
be stored in a model-specific data structure and thettemrusing theoms_data_def_entry_insert
procedure into the simulation-wide database. Similahnky,dontrol information can be retrieved from
the simulation-wide database using timas_data_def_entry_accegzocedure and then stored in the
model-specific data structure. This approach significamitiices implementation complexity of the
process model but may result in inaccurate simulatsnlts because the control packet propagation
through the network and associated delays are not simulated.

3.3. Integrating the new process model within OPNET

Integrating a new process model within OPNET is alehging and often confusing task because it

requires intimate knowledge of the standard, built-in OPN#d®cess models, which are quite

complex. If the process model implements a new applicéien the developer needs to understand
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the inner-workings of the generic client-server managyes Clsvr_mgr) process model; to implement
or modify a routing protocol the developer requires an wtaleding of the corresponding routing
protocol process model; and so on. This knowledge is deteddetermine how to invoke the new
process model from within the OPNET’s code. Descriltiregdetails of all existing standard OPNET
process models is beyond the scope of this work. Inthegohper concentrates on the implementation
of the IP protocol and related technologies which leeeheart of the Internet.
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Figure 1. Node model of a point-to-point workstation

Figure 1 illustrates an OPNET node model of a point-tatpmorkstation, where grey boxes represent
modules that implement various protocols, and the ardesignate the inter-module communication.
As Figure 1 shows, the network layer is simulated via tvemlules:ip_encap andip. Theip_encap
module uses thig_encap_v4 process model to implement encapsulation, e.g. addinPtheader to
the packets that travel from the upper layers down irganttwork, and decapsulation, i.e. stripping
the IP header off the packets that arrive from the ortand travel to the upper layers. Tipenodule
relies on theip_dispatch process model to implement such basic IP activitiesfoasarding,
fragmentation, and reassembly. In additigngdispatch invokes thap_output_iface process model to
implement packet processing at individual outgoing interfaéebe node. The majority of new IP
technologies for QoS support are based on effective maresgenf outgoing interfaces and network
resources associated with them, such as bandwidth and queupamzx In OPNET, such
technologies are implemented via theoutput_iface process model which we examine next.
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Figure 2. Process modg output_iface

As Figure 2 illustrates thig_output_iface process model consists of three states. States &ni’
“init2” initialize all of the process model's variableand data structures in thdo_init() and
allocate_buffers(procedures. State “idle”, on the other hand, deals with packeals and the RSVP
protocol. We ignore the RSVP implementation becauds heyond the scope of the paper. We
primarily concentrate on initialization and packet pssing which are key procedures for adding new
network layer process models.



First, the developer needs to call a procedure to spastiild process for the new process model. This
can be accomplished by calling tlop_pro_create(JOPNET kernel procedure, which returns the
process handle of, or the reference to, the creatéd pidcess. The new process model should be
spawned during thigp_output_iface process model initialization. Thao_init() procedure deals with
the initialization of various process model varialdesl data structures. While tadlocate_buffers()
procedure deals with the initialization of the output irsteef buffers used to model various active
gueue management and scheduling disciplines. That is why, lfrereoftware engineering point of
view, thedo_init() procedure is more appropriate than @flecate_buffers(procedure for spawning
new processes.

Once the new process is created, it can be invokede@ssary, using trap_pro_invoke(JOPNET
kernel procedure. Usually a new process invocation isceded with a packet arrival or departure.
Generally, there are two main events that occur inigheutput_iface process model and that may
trigger a new process invocation: (1) the packet that bidseren processed yet arrives on the outgoing
interface and (2) the packet is processed and is schefdulddparture from the outgoing interface.
From the networking point of view it is logical to involkenew process when the packet arrives on the
outgoing interface and before the packet is placed indkaey In such cases the new process has a
chance to examine every packet that arrives on theidnée If the new process is invoked upon the
packet departure, then not all of the packets may besiloleebecause some packets may be discarded
upon queue overflow. To invoke the new process before the tpeck#aced in the queue the
developer should call thep_pro_invoke(kernel procedure from trenqueue_packetfrocedure. The
enqueue_packetfrocedure is executed each time the packet arrives ontifpairay interface.

On the hand, one can envision situations where thepnegess has to be invoked after the packet has
been processed. For example, the new process dealsitimlthose packets that were not discarded
and are ready to be placed on the physical wire. In #¥s,adhe developer should modify procedure
extract_and_sendgyhich is called after queue management (QM) completed pp@assing.

Once the new process is not longer needed, the devalapeterminate it using the OPNET kernel
procedureop_pro_destroy() This kernel procedure can be called either from tloegss model’s
termination block, or from thenqueue_packet@r extract_and_sent(procedure upon arrival or
departure of certain packet. It should be noted thatrattegs model procedures suchdasinit(),
allocate_buffers()enqueue_packet(gxtract_and_sent()and others can be examined and modified
via the process model’s function block of a process inode

Editing or adding new queue management and scheduling dissipégaires a modification of the
QM package procedures stored in tras_gm_ex.dile. In particular, the developer would need to
study and update such procedures as Oms_Qm_Packet_Process()
Oms_Qm_Incoming_Packet_Handler@ms_Qm_Packet_Enqueye(@nd others. However, this
discussion is beyond the scope of the work and is not irtindée paper.

Example of the networ k layer technology implementation in OPNET

This section discusses implementation of the BandwidstriBution Scheme (BDS) in OPNET to
serve as an example of how develop network layer procedslisrand integrate them in OPNET
Modeler.

4.1. Brief overview of the Bandwidth Distribution Scheme

The Bandwidth Distribution Scheme (BDS) is a mechanigms@ipporting quality of service in the

Internet. In short, BDS operates as follows. Each flew that enters the network specifies the
minimum requested rate which is the minimum amount oflb@ith that the flow needs to operate
properly, and the maximum requested rate which is the nuaxiamount of bandwidth that the flow

can utilize. These values are called the Requested BditdRange (RBR) and all admitted flows are
guaranteed to receive the amount of bandwidth within its .RBEhere is a sufficient amount of

bandwidth to support the new flow's request then all tteroflows that share resources with the
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newly admitted flow are throttled to accommodate the fiew arrival. The core nodes in the network
maintain the sum of the flow RBR values for eachheirt outgoing links, which is called an aggregate
RBR. Aggregate RBR values are distributed among edge nod#sefpurpose of computing the fair
share transmission rates of each flow. The edge nodegamtre flow arrival rate and throttle the
flows, if needed, by discarding those packets that arrivkeatate above their computed fair share.
BDS relies on a fairly complex message exchange protocohaintaining the aggregate RBR values
in the network core and distributing them among the edgtene BDS operates at the network layer
and is implemented as an extension of the outgoing inteffeocessing in the IP layer. Refer to [9, 10]
for additional details on BDS operation.

4.2. Summary of BDS Implementation in OPNET

First step towards implementing BDS was to modify ¢jee_attribute definer process model for
parsing the BDS attribute values specified at the n&womain level. Parsed data is stored in the
simulation-wide database using tres_data_def package.

To support BDS we created two data structuiles: table andnterfacetable. Each entry in thibow
table contains such information as source and destiniRi@addresses (for flow identification), RBR,
computed fair share, complete path to the destination,aneht transmission rate. Tirgerfacetable
contains such information as available link capaftityBDS traffic, and the aggregate RBR values for
the flows that travel via the interface. In real anoek, such data structures are not available globally
and are local to individual nodes. However, since the gfoalir study was to examine the feasibility
of BDS independently of the control packet exchange protaba,flow and interface table
information was made available to all nodes in thevakk using simulation-wide database of the
oms_data_def package.

We implemented the bandwidth distribution scheme agarate process model invoked from the
ip_output_iface process model upon the packet arrival. Figure 3 illustithieBDS process model.
The “BDS_INIT” state initializes various local datausttures including th8ow andinterfacetables.
Once the initialization is complete the process mud@glsitions into the “BDS” state, were it waits for
a packet arrival.

(PACKET_SRRTYAL)

Figure 3. BDS process model.

When a packet arrives, BDS retrieves packet informatimvided by thep_output_iface process,
identifies the flow the packet belongs to based on sourdedastination IP addresses, and retrieves
flow information from theflow table. Next, BDS updates the corresponding entries irfldheand
interfacetables using thems_data_def access{idoms_data_def_insertfrocedures.

Finally, we integrated the BDS process model withinigheutput_iface process model. We spawned
the BDS process by calling ttup_pro_create(kernel procedure from theéo_init() procedure. We
invoke the BDS process upon each packet arrival frometigieue_packetfrocedure by calling
op_pro_invoke(kernel procedure. Upon completion the packet procesBB& returns a Boolean
variable set to TRUE if the packet arrived at the adteve its flow's fair share and FALSE otherwise.
We also modified thenqueue_packetfrocedure to examine the value returned by the BDS process
before placing the packet in the queue. If the value is TRIgE the packet is discarded using the
kernel procedurep_pk_destroy()otherwise the packet is placed in the queue as usual.

The BDS implementation was tested using several diffeseanario settings. Preliminary results
indicate that the current BDS implementation distributesilable bandwidth resources within 2% of
expected fair share values. However, a complete repdneddtudy is beyond the scope of the paper.
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We are currently completing the result compilation, expanttie BDS implementation, and planning
to present a comprehensive report of the study in futuskcations.

5. Conclusions
This paper examined a practical methodology for expanditgonie layer technologies using the
OPNET Modeler software. We plan to extend this study aondige a more detailed account of the
BDS implementation in our future work. We also plan tongxa& the OPNET implementation of the
active queue management and scheduling mechanism in gdesédr and implement the control
packet exchange protocol during the next phase of our study.
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